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This guidance is concerned with the procurement of products, services or works, where there may be concerns regarding security and crime, including Serious Organised Crime (SOC) and Cybercrime.

It is part of a series of guides which support the sustainable procurement duty tools to help public sector organisations embed sustainability into their procurement processes. 
There are links between security and crime and human rights. For example, SOC groups are often involved in human trafficking and labour exploitation, and these matters should be considered alongside one another. Separate Worker Conditions Guidance is available. 

Scottish Government Guidance on due diligence: human rights sets out how the Scottish Government, executive agencies and non-departmental public bodies should undertake appropriate due diligence on companies, including their human rights record, before entering into an investment relationship with them.

Description of Risk or Opportunity
· Are there concerns that the market for the products, services or works procured is vulnerable to the involvement of Serious Organised Crime (SOC)?
· Will the service/s being procured involve, support or rely upon the digital processing of information on behalf of the organisation?
· Could ineffective design of services procured make the contract vulnerable to security and crime concerns?
· Are there opportunities to enhance security and reduce the harm caused by crime through the design of services, or, infrastructure that impact on communities? Such as removing barriers to work or enhancing education and skills of those most likely to reoffend?  

[bookmark: Examples]Examples

Serious Organised Crime 
Serious Organised Crime is crime which involves more than one person; is organised, meaning that it involves control, planning and use of specialist resources; causes, or has the potential to cause, significant harm; and involves financial or other benefit to the individuals concerned. The form of activity related to SOC can include:

· drugs 
· counterfeiting, e.g. pharmaceuticals, and medical equipment, etc.
· money laundering
· immigration crime
· environmental crime
· fraud
· cybercrime
· human trafficking and labour exploitation

· Does the contract offer opportunities to inflate profits by cutting corners?
· Is there known involvement of SOC in the sector? SOC groups are involved in the use of seemingly legitimate businesses. 

· Cash businesses; those with relatively low-capital costs; or those with low levels of regulation and enforcement, are likely to be more vulnerable to the involvement of SOC. For example: money laundering or labour exploitation through nail bars; tanning salons; car washes; taxi and private car hire. 

· Sectors that may be vulnerable to the involvement of SOC include:
· construction
· primary production, e.g. agriculture and seafood
· waste management / recycling, e.g. office, medical or household waste, and tyres, etc.
· vehicle / transport
· private security services
· property management
· children’s nurseries
· funeral care
· service work – catering, cleaning, hospitality, care, domestic service, beauty*

The above list of examples is by no means exhaustive and should not be treated as such, other sectors may be affected.

Cyber Security / cyber resilience
Cyber security is about understanding the cyber threat to supply chain security and taking appropriate, proportionate action to reduce the risk of damage or disruption in our contracts and supply chains. 

Cyber security is often thought of in terms of cyber-attacks when processing personal data, but it can also be important in arrangements involving sensitive official information, industrial control systems or the “Internet of Things” (where computing devices are embedded in everyday physical objects, which are then enabled to communicate, be controlled, etc. via the Internet). 

Are there appropriate forums to share information with others in your own organisation, or those in the public sector? Is it proportionate to engage with experts such as Scottish Environment Protection Agency (SEPA) or Police Scotland? This could be to identify at-risk markets and what potential risks to related procurements might be, to establish if suppliers have been identified as being involved in SOC, or to check information supplied in bids.

Involve appropriate experts at the earliest stages of designing and specifying the requirement (not just when the tender documents are being written). For example, when undertaking Life Cycle Impact Mapping and Sustainability Test.

Possible indications of the legitimacy of a business might include a commitment to:
· employer accreditation such as Investors in People, etc.
· Scottish Living Wage accreditation
· industry or organisational standards accreditation: PAS402 / Green Compass; ISO 9001; ISO27001 or IASME Cyber Essentials certification etc.
· registered with the Security Industry Authority Approved Contractors Scheme (where relevant)
· publication of a slavery and human trafficking statement (where required under section 54 of the Modern Slavery Act 2015)
· signatory to the Gangmasters and Labour Abuse Authority (GLAA) Construction Protocol

The above are just some examples, they are not in order of priority, and relevance and proportionality will depend on the nature of the procurement.
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Serious Organised Crime (SOC)
On 23 February 2022, Scotland’s Serious Organised Crime Strategy was published. The strategy has four strands: divert; deter; detect; and disrupt and is about all of Scotland working together to reduce the harm caused by SOC. It is about detecting and disrupting SOC Groups, but it is also about preventing it at source: cutting off the markets, the recruits and the opportunities on which SOC relies. 
This includes preventing companies with links to SOC bidding for, securing and profiting from public sector contracts by using the measures available through public procurement legislation, policy and tools.

Law enforcement intelligence shows that those involved in SOC use semi-legitimate companies to gain contracts available from the public sector. The profits they gain from these contracts are then used to fund organised crime, including drug dealing, people trafficking and money laundering. 

Police Scotland advice is that organisations engaged in SOC tend to be chaotic in their nature and may find it difficult to maintain consistent systems and processes to the extent expected from bona fide companies. More information on SOC is available from the Crime Prevention page of the Scottish Government website.
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Security Industry Services
Some of the greatest risks arise in the private security industry. The Security Industry Authority (SIA) is the independent organisation responsible for regulating the private security industry, under the terms of the Private Security Industry Act 2001. 

The SIA Approved Contractors Scheme (ACS) comprises a set of operational and performance standards for suppliers of private security services. Those organisations that meet these standards are awarded Approved Contractor status, and may advertise themselves as such.

Any contractor or sub-contractor performing security industry services under a Scottish Government contract is required to be registered with the ACS for the category of security service being provided/performed under the contract. Public sector organisations are encouraged to adopt an equivalent approach for relevant contracts. 

Cyber resilience
The cyber resilience of suppliers is increasingly important as the number of cyber-attacks targeting suppliers to the public sector has grown in recent years. Attacks can (intentionally or otherwise) disrupt and damage both suppliers’ services and public services. 

The Scottish Public Sector Supplier Cyber Security Guidance Note was published to help the public sector consider cyber security and resilience of supply chains. The guidance for buyers includes more information on how to assess and manage cyber risks as part of the procurement process.

A Cyber Security Procurement Support Tool has been developed to help public sector organisations embed appropriate and proportionate cyber security assurance in their procurement process, and improve the cyber security of the supply chain. It may be relevant to ask bidders to use the Cyber Security Procurement Support Tool as part of their bid. Guidance for suppliers has also been produced. 

Cyber resilience advice and support for individuals, businesses and organisation is available from the Cyber Resilience advice and support page of the Scottish Government website and also through the CyberScotland.com website.

UK General Data Protection Regulation (UKGDPR)
Cyber security arrangements for systems processing personal data form a key aspect of compliance with the UKGDPR, which took effect on 25 May 2018. The data protection obligations placed on organisations and their supply chains by UKGDPR go wider than technical measures to protect personal data. See the Information Commissioner’s Office (ICO) Guide to Data Protection for more information.

A buyer should determine whether any personal data processing is involved as part of a contract or framework agreement, for instance by a third party supplier, and also the technical protections that might be needed as a result. There should be a legally binding contract with that supplier that includes certain mandatory terms from the UK GDPR as to the roles and responsibilities of each party for data protection.

When personal data is no longer needed, it needs to be destroyed securely. If outsourcing this work to a shredding service or other disposal contract, ensure that data will be handled and disposed of securely.

Preventing illegal working
Illegal working leaves people vulnerable to abusive and exploitative working conditions, and in the most serious cases human trafficking and exploitation or modern slavery. 

All employers have a responsibility to check that workers employed by them have a right to work (RtW) the UK. This applies to staff employed under a contract of employment, service or apprenticeship, and indirect employees for example, self-employed workers. Under the Immigration, Asylum and Nationality Act 2006 an employer can be served with a Civil Penalty Referral Notice if they are found to have employed illegal workers and failed to conduct relevant pre-employment checks. This could see them faced with the payment of a penalty of a specified amount. By carrying out RtW checks an employer can avoid liability for a civil penalty.

The law on preventing illegal working is set out in sections 15 to 25 of the Immigration, Asylum and Nationality Act 2006, section 24B of the Immigration Act 1971, and Schedule 6 of the Immigration Act 2016. The UK Government has published an Employer’s guide to right to work checks. This guidance encourages employer’s to check that their contractors and labour providers carry out RtW checks on people they employ, engage or supply (or that they carry out these checks themselves).

In relation to contracts where RtW checks may be a factor, buyers are encouraged to consider actions on a case-by-case basis seeking legal advice as required. An appropriate strategy might include:

1. Identifying any non-standard employment contracts and where RtW checks are required
1. Reviewing and updating relevant contracts to clarify responsibility for conducting right to work (RtW) checks, placing the RtW obligations on contractors and labour providers
1. Terms and conditions of contract allowing for termination of contracts with suppliers and sub-contractors for breaches of social, environmental or employment law.
1. Including specific conditions aimed at ensuring protections and transparency, for example:
0. obligating contractors to undertake Baseline Personnel Security Standard (BPSS) checks (a pre-employment screening process which includes RtW verification) to ensure that all workers (i.e. temporary staff, contractors, or sub-contracting staff) supplied to the organisation meets BPSS.
0. Requiring contractors to retain copies of RtW checks and/or BPSS reports on file.
0. Provision to request RtW evidence on demand or to perform your own RTW checks on those workers.
0. Undertaking periodic audits to ensure compliance by suppliers with RtW and/or BPSS checks for any workers supplied to the organisation.

The above are examples only, other factors may be relevant depending on the individual procurement.

Sustainable Procurement Duty
In order to prevent public money from ending up funding SOC, and to allow legitimate businesses to thrive, it is important that we do all we can through procurement legislation to prevent companies who launder money, evade taxes or cut corners, from competing for and securing public contracts.

The Procurement Reform (Scotland) Act 2014 (the Act) places a sustainable procurement duty on a contracting authority before they buy anything, to think about how they can – though their procurements - improve the social, environmental and economic wellbeing in Scotland, with a particular focus on reducing inequality, and act in a way to secure this. For example through the appropriate use of the sustainability test and its associated tool; the prioritisation methodology, and the application of relevant and proportionate contract requirements.

The Act also requires obligated organisations to develop a corporate procurement strategy and report against its delivery at the end of each year. This should include a statement of its general policy on the procurement of fairly and ethically traded goods and services, and this could include their approach to serious organised crime.

The public procurement regulations allow, and sometimes require, a contracting authority to exclude companies from tendering for public contracts for not meeting certain conditions, and select the most suitable bidders based on technical ability and previous experience in relation to the subject matter of the contract. This is done through the Single Procurement Document (SPD).

Abnormally low bids
Regulation 19(4) of PC(S)R 2015 places a legal obligation on contracting authorities  to include relevant clauses in their contracts to ensure those they contract with comply with environmental, social and employment law obligations. 

Regulation 57(2) of PC(S)R 2015 allows contracting authorities to reject bids that do not comply with applicable obligations in the fields of environmental, social and labour law established by EU law, national law, or collective agreements.

Regulation 69(5) places a legal obligation on contracting authorities to reject bids that have been found to be abnormally low because they do not comply with applicable obligations in environmental, social or labour law.

The public procurement regulations also permit contracting authorities to ask for tenderers to be registered under a certain label scheme - as long as the circumstances outlined in Specification apply. For example, Cyber Essentials or Cyber Essentials Plus is a Government backed scheme to help businesses of any size protect themselves against a range of the most common cyber attacks, and to demonstrate their commitment to cyber security, IASME and ISO/IEC 27001 (allowing also for equivalent standards).

National Performance Framework
The relevant National Outcomes and Indicators within the National Performance Framework focus our activity around ‘creating a more successful country, with opportunities for all of Scotland to flourish, through increased wellbeing, and sustainable and inclusive economic growth’. The relevant National Outcomes and Indicators for security and crime are: 
Communities: We live in communities that are inclusive, empowered, resilient and safe
· Perceptions of local area
· Perceptions of local crime rate
· Crime victimisation

Scotland was one of the first countries in the world to sign up to the Sustainable Development Goals which have developed to achieve a better and more sustainable future for all. Many of the Goals align with Scotland’s National Performance Framework. 
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It is important that a buyer carries out an appropriate level of due diligence early in the process to establish if what they are buying is vulnerable to the involvement of Serious Organised Crime, or if cyber security is relevant.
Checks should be made at either pre-procurement, or at least in the early stages of the process. An appropriate strategy can focus on identifying:
· At risk procurements (at risk markets)
· Limiting access to bona fide tenders (robust selection stage)
· Establishing that bidders have the ability to consistently deliver the required goods, services or works over the contract duration (specification and award).
It may be appropriate to have a section in the procurement strategy dedicated to the consideration of Serious Organised Crime risks, and an entry in the procurement risk register on the potential SOC risks along with mitigating actions.

Where a risk of security and crime has been identified, consideration could be given to including clauses which would enable termination, should subsequent risks emerge as a result of contract monitoring during the delivery of the contract.
[bookmark: Introduction][bookmark: Scope][bookmark: Precontract]
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It is good practice to notify bidders of any particular contract performance requirements or any essential award criteria early in the process. This can be done by including details in the Contract Notice or a Prior Information Notice, so that they can take an early view on whether they can satisfy the requirements.

These can be included at section V1.3 Additional Information of the Contract Notice. This could include highlighting the contracting authority’s serious organised crime policy and ethical procurement policy, requirements to complete additional information such as declaration of non-involvement in Serious Organised Crime and / or Human Trafficking and Labour Exploitation, or to sign-post tenderers to relevant sources of advice and support, as appropriate. The Annex includes examples of wording that may be used for this purpose.

[bookmark: Supplier][bookmark: _Toc141356469]Supplier selection

Exclusion grounds
A contracting authority can, and sometimes must, exclude a bidder from tendering for public contracts where they fall within a ground for exclusion, for example: conviction by final judgement of a criminal offence such as corruption, bribery, money laundering or fraud, etc., child labour and other forms of trafficking in human beings, breach of tax and social security obligations, breach of any obligations in the fields of environmental, social or labour law (these obligations include any relevant national law, as well as relevant collective agreements and specific international agreements), or grave professional misconduct which renders the economic operator's integrity questionable.
It must be noted that time limits apply to exclusion grounds, these are 5 years from the date of conviction in relation to one of the specified criminal offences, 3 years from the date of the relevant event in other circumstances. Where the exclusion is based on a finding that a bidder has failed to pay tax or social security contributions, the exclusions lasts until such time as it has either paid or entered into a binding agreement to pay all contributions due, including any applicable fines and interest – or until the contributions are otherwise no longer due.

Where a contracting authority decides that there may be a risk of exclusion grounds applying to a subcontractor, they can choose to verify this at any stage in the procurement process. This can be an effective way to help ensure a robust approach is taken to criminal activity throughout the supply chain. A contracting authority should only ask for verification of exclusion grounds from sub-contractors in circumstances where it is regarded as proportionate and necessary to do so. A full list of the exclusion grounds can be found in the Procurement Journey. 

Contracting authorities should include the relevant exclusion grounds statement from the standardised statement document in the Contract Notice at II.2.14 Additional Information. A contracting authority can provide more information about specific exclusion grounds in Section II.2.14 Additional information of the Contract Notice. 

If a bidder is in a situation which might result in its exclusion due to breach of any of the exclusion grounds, it must be given the opportunity to provide evidence to show that it has taken remedial action to demonstrate its reliability, this is known as self-cleansing. For this purpose the bidder must prove that it has:

· paid or undertaken to pay compensation in respect of any damage caused;
· comprehensively clarified the facts and circumstances by actively collaborating with investigating authorities; and
· taken concrete technical, organisational and personnel measures appropriate to prevent further criminal offences or misconduct.

The contracting authority must not exclude the bidder on those grounds if they are satisfied that the evidence provided is sufficient to demonstrate their reliability.

It is for a contracting authority to consider all relevant factors, when forming a view of whether the measures taken are sufficient to demonstrate the reliability of the tenderer.  In doing so it is important to take into account the gravity and particular circumstances of the criminal offence or misconduct.  This will be particularly important where it has been identified that security and crime risks are to be addressed in the procurement process.

Selection
Selection criteria applied to individual procurement processes must be relevant and proportionate to the subject matter of the contract. When selecting suppliers, it is essential to assess the technical capabilities that will be required for the products or services you are procuring to meet your needs. Not only is this useful from the buyer’s point of view, as suppliers that can clearly not meet the requirement will be eliminated, but it is also useful for the suppliers as they have a very clear understanding of the importance of crime prevention and what will be essential for their tender to be successful. 

Any selection criteria deemed appropriate must be tested through the Single Procurement Document (SPD). For example, it may be appropriate to require bidders to demonstrate their financial and economic standing i.e. robust requirements in respect of cash-flow and full financial statements or other relevant information. This can be done at Part IV: Selection criteria, Section 4B of the SPD.

It may be appropriate to require bidders to have relevant quality assurance, or environmental management systems or accreditation in place, for example, ISO 27001: Information Security Management or ISO 28000:2022: Security and resilience - Security management systems, IASME Gold, PAS402 and Green Compass certification, etc. This can be done at Part IV: Selection criteria, Section 4D of the SPD).

The Annex includes examples of wording that may be used for this purpose.

It may be proportionate to seek final clarification and confirmation of information supplied as part of selection criteria through the SPD, and where appropriate, this could be done through site visits.
[bookmark: Specification]
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[bookmark: RANGE!A42]The specification can set expectations with regards to the importance of crime prevention, and can include aspects which will support a strong emphasis on quality and service delivery, that can meet the standard expected of the contract. These should form part of the award criteria and could include:

· Quality management systems to track and report on performance
· Provision to commission independent third party audits 
· Continuous improvement requirements post award, including open book audits
· Disclosure Scotland Protecting Vulnerable Groups (PVG) disclosure
· Proposals for on-going delivery of equality and diversity systems and training to the extent relevant to the contract
· Proposals for quality assurance of the service to be delivered under the contract
· Membership of relevant bodies, or accreditations maintained throughout the period of the contract
· Relevant and proportionate key performance indicators (KPIs) and a description of the mechanism for measuring performance.
· Terms and conditions that allow for termination of the contract with suppliers and sub-contractors for breaches of social, environmental or employment law.
· Terms and conditions aimed at ensuring supply chain transparency and protections

The specification could highlight the contracting authority’s anti-fraud (corruption, bribery) policy, and / or anti-serious organised crime policy, and advise that contractors will be expected to take a similarly robust approach. This might include policy, roles and responsibilities, objectives, targets and programmes, training and awareness, communications (including whistle blowing), documentation and procedures, etc.

Care should be taken when developing the specification for the requirement to ensure that it is either not overly burdensome or too narrow to favour a single supplier, which could create an opportunity for collusion.

Any requirements included should be relevant to the contract and associated supply chain. There should also be intent on the part of the contracting authority to check compliance with these requirements following award of the contract as part of on-going contract and supplier management.

Labels / Accreditations 
A buyer can ask for what they are buying to have been given an independently verifiable label which certifies that it meets specific environmental, social or other characteristics.

The use of labels needs to be approached with care as if a buyer does ask for a label, it must be:

· linked to the subject of the contract (and all criteria must be relevant)
· clear to judge in an open and fair way which does not discriminate
· open to anyone who meets the standards;
· certified by a third party

This means that a particular label should only be requested where all of its certification characteristics correspond to a procurement.

Where not all of a label’s certification characteristics apply to a procurement, it would be more appropriate to provide a full description of the requirements in the tender documentation, instead of asking for the label itself.

Additionally, if a specific label is requested evidence of compliance with an equivalent standard or label must also be accepted.

A buyer could also just use the criteria behind labels to help draw up contract conditions, and then for checking compliance with these requirements, by accepting the label as a means of proof of compliance with the technical specifications.

[bookmark: _Toc141356471]Evaluation and Award

A contracting authority has discretion to determine what award criteria to apply but requirements must be proportionate and relevant and there must be clear methodology to evaluate responses.

Criteria should allow objective comparison of tenders, be published in advance in procurement documents and not discriminate against or favour potential contractors.

If evidence has been required to prove the legitimacy of a business then the on-going monitoring of that evidence needs to be robust and clearly defined. This should be addressed as part of contract and supplier management. The Annex includes examples of wording that may be used for this purpose.

Cyber-crime / cyber resilience
Promoting good cyber resilience amongst suppliers can help reduce the impact of cyber-crime on both public sector organisations and suppliers themselves, and make Scotland’s economy and society more cyber resilient. 

If a contract will involve, support or rely upon the digital processing of information, organisations should ensure that appropriate consideration is given to potential cyber risks and their management. 

Information on how to assess and manage cyber risks as part of the procurement process can be found in the Scottish public sector Guidance Note on Supplier Cyber Security. Buyers may also use the Cyber Security Procurement Support Tool (SCAS) to assess cyber risks and generate minimum cyber security requirements as part of award criteria. The SCAS tool and associated guidance includes links to helpful resources to support suppliers to improve their cyber resilience.

Abnormally low bids
The buyer should be alert for abnormally low tenders, which could indicate deficiencies for example, in health and safety, breach of tax and social security obligations, or breaches of environmental, social or labour law etc. The contracting authority must require a bidder to explain any tender which, in its view, could be regarded as abnormally low.

Contracts must not be awarded where a tender price is abnormally low due to breaches of environmental, social or labour law, and contracts must also include relevant clauses to allow for termination in the case of breaches of environmental, social or labour law.

The Annex includes contract conditions that contracting authorities can adapt for use in their contracts.

Security industry services
Any contractor or sub-contractor performing security industry services under a Scottish Government contract is required to be registered with the ACS for the category of security service being provided/performed under the contract. There is a clause within the Annex that may be used for this purpose.

[bookmark: Contract][bookmark: _Toc141356472][bookmark: RANGE!A50]Contract and Supplier Management / Monitoring

Where crime prevention and security and crime improvement are relevant to the contract, appropriate criteria should be incorporated into the specification and contract conditions. This enables relevant and proportionate performance indicators to be developed to ensure delivery, and improvement throughout the contract. This may include a requirement to provide details of the supply chain and any changes to this, audits undertaken on supplier sites by the main supplier, and review of suppliers slavery and human trafficking statements published as a requirement (where applicable) of the Modern Slavery Act 2015. For example:

· early termination clauses
· termination in the event of exclusion grounds applying
· a requirement to provide details of the supply chain and any changes to this
· a review of slavery and human trafficking statements published as a requirement (where applicable) of the Modern Slavery Act 2015
· customer surveys and share results / management information
· open book audits
· timely submission of relevant information the contractor is required to provide
· Membership / accreditation, e.g. SIA Approved Contractors Scheme, ISO standards, etc.
· undertake site visits

Where evidence or certification is required it is important to verify the renewal of these as necessary throughout the term of the contract. This is best carried out at the time of the annual contract review unless required otherwise.

It may be proportionate to engage with for example, Scottish Environment Protection Agency (SEPA) or Police Scotland to offer and receive intelligence on potential and emerging risks to the contract.

At the point of potential award there is always scope to reach a voluntary agreement with the supplier that they will work with you to deliver identified (and agreed) sustainable outcomes that can be captured as a contract commitment. Ongoing improvement and innovation can also be built into the management of the contract to further develop the products and services required. 

Contracting authorities should outline how their procurement practices comply with their organisation’s Procurement Strategy as part of their Annual Procurement Report, which includes activity that complies with the Sustainable Procurement Duty, a statement of its policy on the procurement of fairly and ethically traded goods and services. An organisation’s Procurement Strategy could include their approach to serious organised crime.
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The clauses and Key Performance Indicators (KPIs) within this Annex should be read in conjunction with the Commissioning and Pre-procurement; Procurement; and Post-procurement guidance.
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These can be included in the Additional Information section of the Contract Notice or Prior Information Notice. For example: 

The Contract / Framework Agreement supports Scotland’s National Performance Framework, and the National Outcomes which articulate its Purpose ‘To focus on creating a more successful country with opportunities for all of Scotland to flourish, through increasing wellbeing, and sustainable and inclusive economic growth’. This Framework supports the following National Outcome/s, and Contractors are expected to support the Authority’s aim to achieve these: Communities: We live in communities that are inclusive, empowered, resilient and safe.

Any contractor or sub-contractor performing security industry services under a Scottish Government contract will be required to be registered with the SIA Approved Contractors Scheme for the category of security service being provided/performed under the contract.

Police Scotland has identified a number of business areas which have a high risk of infiltration by serious organised crime groups. [Transport / taxi / waste management contracts] belongs to one such area and as such the authority reserves the right to include enhanced probity checks prior to any contract award, including sharing tenderer information with Police Scotland.

The Contracting Authority has included obligations within the specification and contract conditions relating to minimising the risks of serious organised crime (SOC) which are relevant to the services to be delivered.

The contracting authority expects those it contracts with to adopt ethical business practice and to ensure transparency in their supply chains. Criteria will be included to ensure that bidders support these principles in practice.

Cyber Security
Please note there are minimum requirements concerning Cyber Security for this contract to which a pass/fail marking will attach. Tenderers will be required to complete an online Supplier Assurance Questionnaire using the Cyber Security Procurement Support Tool. 

The questionnaire will be aligned to a Cyber Risk Profile that has been established for the contract, based on the Contracting Authority’s assessment of cyber risk.

[Note: For this contract, minimum requirements also include the holding of [certification/accreditation]].

Further details will be set out in the procurement documents. A contract condition for this procurement requires the Tenderer to comply with the minimum security requirements.

[bookmark: Annexsupplierselection][bookmark: _Toc141356475]Procurement Clauses - Supplier selection

More information can be provided about specific exclusion grounds in the Additional Information section of the contract notice. For example:

Bidders may be excluded from this competition if they are in any of the situations referred to in regulation 58 of the Public Contracts (Scotland) Regulations 2015.

Bidders will be required to adhere to, and fulfil all obligations relevant under the Human Trafficking and Exploitation (Scotland) Act 2015 and the Modern Slavery Act 2015.

Bidders will be required to adhere to, and fulfil all obligations relevant under the Waste (Scotland) Regulations 2012.

Bidders will be required to adhere to, and fulfil all obligations relevant under The Waste Electrical and Electronic Equipment Directive (WEEE Directive) (2012/19/EU) and The Restriction of Hazardous Substances Directive (RoHS) (2002/95/EC).

[bookmark: Securityindustryservices][bookmark: AnnexSecurityindustryservices]Security Industry Services
Any contractor or sub-contractor performing security industry services under a Scottish Government contract will be required to be registered with the SIA Approved Contractors Scheme for the category of security service being provided/performed under the contract. [statement for SPD question xxxx]

Please describe your experience of delivering services that also enhance security and reduce crime, including details of any specific steps taken in the design of services to secure these community benefits. [statement for SPD question xxxx]

Failure to disclose information relevant to this question or serious misrepresentation in relation to the information disclosed may result in your exclusion from this competition or the termination of any subsequent contract that may be awarded to you. [statement for SPD question xxxx]

Cyber Security
The Cyber Security Procurement Support Tool provides supporting guidance  including example tender and contract wording that a contracting authority may amend / update accordingly to reflect the specific circumstances of their contract.
[bookmark: Annexspecification]
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The supplier shall demonstrate that they have a comprehensive risk management process in place to ensure, as much as is possible, security of supply of materials, products or equipment essential to the delivery of the required product / service.

This shall include supply chain management, sourcing strategies, stock management, assessment of potential risks to supply and appropriate mitigation measures.

The contractor will be expected to have a comprehensive system which demonstrates an on-going and systematic approach to the prevention of serious organised crime in its business and the supply chains relevant to the contract / framework agreement.

This should include policy, roles and responsibilities, objectives, targets and programmes, training and awareness, communications (including whistle blowing), documentation and procedures, supply chain management, emergency response, monitoring and reporting.

The Contractor will perform its obligations in accordance with the Authority’s, and Framework contracting authority’s ethical sourcing policy, which is to promote appropriate standards regarding legal, ethical and social issues including, for example, health and safety, security of employment rights, equality, corruption and fair trade.

The Contractor must take all reasonable steps to ensure that materials used under this framework reflect due regard to ethical sourcing and human rights, working conditions, human trafficking and exploitation / modern slavery, other exploitation and corruption. This includes all International Labour Organisation (ILO) core conventions that have been ratified by the country of their origin.

The Contractor shall also take action to promote human rights including security of employment rights, equality of opportunity, prevention of corruption and fair trade within the supply chain in connection with delivery of this Contract.

The Contractor shall ensure that any person associated with the Contractor who is preforming the services or providing goods in connection with the Framework does so only on the basis of a written contract, which imposes on, and secures from such person terms equivalent to those imposed on the Contractor (Relevant Terms). The Contractor shall be responsible for the observance and performance by such persons of the Relevant Terms, and shall be directly liable to the Purchaser for any breach by such persons of any of the Relevant Terms.

The Contractor will be expected to demonstrate that they have a comprehensive system to identify, assess and manage relevant risks within their supply chain for [commodity (and related) materials and products]. This should include demonstrating that suppliers meet BES6002 Ethical Labour Sourcing, or equivalent.

Security Industry Services
To enable the requirement to be registered with the SIA Approved Contractors Scheme for the category of security service being provided/performed under the contract:

1. Additional definition
In these additional Conditions:

‘Proposed Commencement Date’ means the date specified as such in the Purchase Order; and
Security Industry Services’ has the meaning it has in section 25(1) of the Private Security Industry Act 2001. 

2. Condition Precedent
The rights and obligations of the parties under this Contract shall have no force or effect unless the following persons are registered under section 14 of the Private Security Industry Act 2001 as an approved provider of security industry services, with approval in respect of the Services:

(a)	the Supplier (in cases where the Supplier is itself to perform Security Industry Services); and
(b)	any sub-contractors of the Supplier (in cases where such sub-contractors are to perform Security Industry Services)’

3. Obligation to maintain registrations and approvals
The registrations and approvals required under additional clause 2 shall be maintained throughout the period of the contract.

4. Additional rights of termination
In addition to the Purchaser’s rights of termination under the principal Conditions, the Purchaser shall be entitled to terminate this Contract:

	(a) where the condition precedent in additional Condition 2 is not fulfilled by 	the date falling one month from the Proposed Commencement Date; and

	(b) where the Supplier has breached additional Condition 3.

To comply with the policy of minimum burden on suppliers, those expressing an interest in contracts where these requirements will apply should be advised that they do not need to be registered with the scheme in order to bid but, that, if successful, they would need to be registered with the SIA scheme in order to perform the contracts.

Cyber Security
The Cyber Security Procurement Support Tool provides supporting guidance including example tender and contract wording that a contracting authority may amend/update accordingly to reflect the specific circumstances of their contract.
[bookmark: Annexevaluationaward]
[bookmark: _Toc141356477]Procurement Clauses – Evaluation and Award

Examples of wording that could be used where there may be concerns over security and crime in the supply chain:

What arrangements will you make to ensure that any sub-contractors used within the delivery of the contract are not linked to organised crime.

Please describe how your employee management policies and practices in the delivery of the services have due regard to the need to prevent crime.

The Organisation specifically wishes to combat organised crime, please describe how you will contribute to this aim including selecting and managing sub-contractors in the delivery of the contract.

Cyber Security
The Cyber Security Procurement Support Tool provides supporting guidance for including example tender and contract wording that a contracting authority may amend/update accordingly to reflect the specific circumstances of their contract.

[bookmark: _Toc141356478]Procurement Clauses and KPIs – Contract and Supplier Management

Model clauses to allow termination of a contract in the event of failure by the contractor to comply with its legal obligations in the fields of environmental, social or employment law are available from SPPN 09/2016. 

The provision of verification that the contractor and any of its subcontractors are not subject to grounds for exclusion, including those relating to serious organised crime,  as outlined in the Procurement (Scotland) Regulations 2016.

Renewed declaration of non-involvement in Serious Organised Crime and / or Human Trafficking and Labour Exploitation.

Confirmation that relevant quality assurance, environmental management systems, employer accreditations, or membership of relevant bodies required as a condition of contract remain in place for the duration of the contract. 

Check that contracted suppliers have a slavery and human trafficking statement (where required under section 54 of the Modern Slavery Act 2015).

The contractor will provide the authority with the names, locations and details of the roles of suppliers (including details of the factories used by suppliers and specific components produced in each factory) within the contractors supply chain, and advise of any changes to this.

Provide the contracting authority on request with details of the outcome of supply chain audits, including appropriate action to be taken to resolve any issues found, and mitigate future reoccurrence.

The contractor will provide the authority with management information on its ethical sourcing and human rights record, tracking and reporting on any instances of human rights abuse and remediation; complaints; breaches of local labour law; and how they can demonstrate continual improvement.

Evidence of staff training - safe handling of materials and equipment. Reports on incidents of theft or other breaches.

Evidence of employment or other opportunities created for priority groups*, against targets set (in line with procuring organisation's policies and priorities) – evidence to including training opportunities leading to a qualification, numbers / types of opportunities created - evidence on a monthly / quarterly / annual basis - where relevant.

*Priority Group means disabled or disadvantaged as specified in EU Directive 2014/24/EU (the Public Contracts Directive).

Priority groups will differ depending on the procurement, sector, and tendering organisation. For example, priority groups may include but are not limited to young people who are not in employment, education or training; long term unemployed people; people with protected characteristics; family types identified as being at higher risk of child poverty; care experienced people, homeless people; veterans; people with a conviction.

Security industry services
Approved Contractor status of the Security Industry Authority Approved Contractor Scheme for the category of security service being provided/performed under the contract are to be maintained throughout the period of the contract.



